Removable Media Restrictions


ODAA has changed their removable media restrictions in their latest ISFO manual and are asking contractors to become compliant by May 1, 2014.  Below is an excerpt from the section (4.7.2).  You should begin to see these restrictions on your systems beginning this week.  All systems will be transitioned to meet this requirement.

NISP systems with requirements to write classified information to removable media will be restricted to personnel designated and briefed by the ISSM or FSO.  The ISSM/FSO will disable the "write" capability for all forms of removable media devices on all information systems as a default setting using any and all feasible means…

…Removable media is defined as CD/DVD, Secure Digital (SD) cards, Tape, Flash Memory data storage devices, Multi Media Cards (MMC), removable hard drives, etc.

What This Means

General users will not be able to run Roxio or burn CDs in Windows.  If a general user inserts a USB drive into the system, it will not be recognized.  They will still be able to read CDs.  Users who require the ability to burn CDs or transfer files to USB removable media devices will need to complete additional paperwork similar to a Trusted Download authorized user.  “Data Transfer Officer (DTO)” is the moniker we have been using internally to describe a user who has write capabilities to these devices.

How to Become a DTO

As usual, there is an authorization form that must be completed in order to be an authorized DTO.  DSS did not provide an official authorized user form so Jeremy Plante and Michelle Maitland (Columbus, Gov’t Security ISSMs) used the Trusted Download Authorization form as a template since the responsibilities are similar.  After the form is completed, DTOs will receive a mini-training session on how to complete the request log.  This log must be completed each time removable media write capabilities are used similar to performing a trusted download.

Using USB Removable Media

A specific USB removable media device must be installed by a system administrator prior to use.  Only these approved, installed removable media devices will be recognized on the system.  If a DTO needs to use a USB removable media device, arrangements must be made with the system administrator to install the USB drive prior to use.  A USB device only needs to be installed once and the DTO can use the installed device as needed.

